
     
   

    
 

 

 

5000 Non-Instructional / Business Operations  Page 1 of 3 

Central School District 
Bal l s ton  Spa  Board of Education 

P o l i c y  M a n u a l  

5676  Data Security and Privacy 

The District is committed to maintaining the security and privacy of student data and teacher and 
principal data and will follow all applicable laws and regulations for the handling and storage of 
this data in the District and when disclosing or releasing it to others, including, but not limited to, 
third-party contractors. The District adopts this policy to implement the requirements of 
Education Law Section 2-d and its related regulations, and will implement appropriate technical, 
physical safeguards and controls to protect and maintain the confidentiality, integrity and 
availability of its data, data systems and information technology resources.   
 
Data Collection Transparency and Restrictions 
 
As part of its commitment to maintaining the security and privacy of student data and teacher 
and principal data, the District will take steps to minimize its collection, processing, and 
transmission of Personally Identifiable Information (PII). Additionally, the District will: 
 

a. Not sell PII nor use or disclose it for any marketing or commercial purpose or 
facilitate its use or disclosure by any other party for any marketing or commercial 
purpose or permit another party to do so. 

 
b. Ensure that it has provisions in its contracts with third-party contractors or in 

separate data sharing and confidentiality agreements that require the 
confidentiality of shared student data or teacher or principal data be maintained 
in accordance with law, regulation, and District policy.  

 
Except as required by law or in the case of educational enrollment data, the District will not report 
to NYSED the following student data elements:  
 

a. Juvenile delinquency records;  
 

b. Criminal records;  
 

c. Medical and health records; and  
 

d. Student biometric information.  
 
Nothing in Education Law Section 2-d or this policy should be construed as limiting the 
administrative use of student data or teacher or principal data by a person acting exclusively in 
the person's capacity as an employee of the District. 
 
Chief Privacy Officer 
 
The District will comply with its obligation to report breaches or unauthorized releases of student 
data or teacher or principal data to the Chief Privacy Officer in accordance with Education Law 
Section 2-d, its implementing regulations, and this policy. 
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Data Protection Officer  
 
The District has designated a District employee to serve as the District's Data Protection Officer. 
The Data Protection Officer is responsible for the implementation and oversight of this policy and 
any related procedures including those required by Education Law Section 2-d and its 
implementing regulations, as well as serving as the main point of contact for data security and 
privacy for the District. 
 
District Data Security and Privacy Standards 
 
The District will use the National Institute for Standards and Technology Framework for 
Improving Critical Infrastructure Cybersecurity as the standard for its data security and privacy 
program.  
 
The District affords all protections under FERPA and the Individuals with Disabilities Education 
Act and their implementing regulations to parents or eligible students, where applicable.  
 
Parents' Bill of Rights for Data Privacy and Security  
 
The District will publish its Parents' Bill of Rights for Data Privacy and Security (Bill of Rights) on 
its website. Additionally, the District will include the Bill of Rights with every contract or other 
written agreement it enters into with a third-party contractor under which the third-party 
contractor will receive student data or teacher or principal data from the District. 
 
Complaints of Breach or Unauthorized Release of Student Data and/or Teacher or Principal 
Data  
 
The District will inform parents, through its Parents' Bill of Rights for Data Privacy and Security, 
that they have the right to submit complaints about possible breaches of student data to the 
Chief Privacy Officer at NYSED.  In addition, the District has established procedures for parents, 
eligible students, teachers, principals, and other District staff to file complaints with the District 
about breaches or unauthorized releases of student, teacher and/or principal data. 
 
Reporting a Breach or Unauthorized Release 
 
The District will report every discovery or report of a breach or unauthorized release of student 
data or teacher or principal data within the District to the Chief Privacy Officer without 
unreasonable delay, but no more than ten calendar days after the discovery.  The Chief Privacy 
Officer is required to investigate reports of breaches or unauthorized releases of student data or 
teacher or principal data by third-party contractors. As part of an investigation, the Chief Privacy 
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Officer may require that the parties submit documentation, provide testimony, and may visit, 
examine, and/or inspect the third-party contractor's facilities and records. 
 
Notification of a Breach or Unauthorized Release  
 
The District will notify affected parents, eligible students, teachers, and/or principals in the most 
expedient way possible and without unreasonable delay, but no more than 60 calendar days after 
the discovery of a breach or unauthorized release of PII by the District or the receipt of a 
notification of a breach or unauthorized release of PII from a third-party contractor unless that 
notification would interfere with an ongoing investigation by law enforcement or cause further 
disclosure of PII by disclosing an unfixed security vulnerability. Where notification is delayed 
under these circumstances, the District will notify parents, eligible students, teachers, and/or 
principals within seven calendar days after the security vulnerability has been remedied or the 
risk of interference with the law enforcement investigation ends. 
 
Annual Data Security and Privacy Training  
 
The District will annually provide data security and privacy awareness training to its officers and 
staff with access to PII.  
 
 
Education Law § 2-d 
8 NYCRR Part 121 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adoption Date: October 21, 2020. 


